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1. Gi6i thigu

BlockCommerce cung cap mot b san pham bao mat bang blockchain véi smart contract dé

xay dung, quan ly va kiém tra tat ca cac khia canh cua hoat dong va phat trién phan mém
cho cac du &n san thuong mai trén Ethereum.

I1. San pham cung cap

Contract : Mot thu vién cac hop dong théng minh bao gdm hop dong tao, luu trit NFT va
hop dong dong vai trd nhu mot thi trudng cho vién budn ban trao doi NFT. Cac hop dong
nay c6 thé tai st dung, bao mat va dugc luu trit trén blockchain, dugc viét bang Solidity.
Bén canh do, cac chirc ning trong function dugc phan quyeén theo tai khoan ¢ thé goi.

Proxy: Mét bo hop dong va cong cu dé trién khai va quan Iy cac hop ddng, né cho phép tach
cac hop dong co thé nang cap trén Ethereum.

Lazy minting: Churc nidng nang cao, giup nguoi ban khong phai chiu bat ki chi phi nao tir luc
tao Mot san pham dén ldc sang pham d6 duoc ban di. Quy phi vé cho ngudi ding cudi chiu
trach nhiém

Xéc thyc: Chire ning nang cao, giup ngudi ding, cac bén mau ban cé thé ty kiém soét hop
d6ng va thyc hién hop déng theo mong muén, thay cho viéc thuc hién tu dong vén cé cua
hop dong.

1. Contract:

Art

Chuan ERC721 1a mét tiéu chuan dé dai dién cho quyén sé hitu caa cac ma théng bao khdng
thé thay thé, nghia 13 m&i ma thdng bao 1a duy nhat, véi nhiéu phan mé rong tiy chon va
duogc chia thanh nhiéu hop ddng. Hop ddng cung cap sy linh hoat vé cach két hop cac hop
d6ng nay, cling véi cac tién ich mé rong hitu ich thy chinh.

Hop ddng Art duoc xay dung va ké thira dua trén chuan ERC721, dam bao cac NFT duoc
tao 1a duy nhat véi tokenID duoc tu dong tao theo thir tu, chi dinh vi tri luu (baseURL) trén
IPFS. Doi véi cac hop dong ké thira tir hop dong Art, mudn thay doi thanh mot vi tri luu trir
khac c6 thé override lai ham baseURL duoc chi dinh ché d6 hién thi internal va dit vao dé
URL noi luu trir cho NFT cua ban.

Tich hop:
I/l SPDX-License-Identifier: UNLICENSED
pragma solidity *0.8.0;

import “@blockcommerce/contracts/Art.sol”



contract YourContractName is Art{

[*
...Your state
*/
[*
...Your event
*/
[*
... Your modifier
*/

constructor (string memory name, string memory symbol) Art (name, symbol){}
[*
...Your new function or logic
*/
¥
Cac ham:
createNewNFT(_to, string _hash)

Tao mot NFT vaéi dia chi ciia nguoi S€ nhan _to duoc tir ma bam _hash cua
san tac pham nghé thuat

setOwnerToTokenld(_to, tokenld)

Thiét lap lai quyén owner cho mot dja chi _to véi ma token _tokenld mudn
chuyén, ham nay chi duoc goi bdi nguoi so hiru cia _tokenld.

getTokenList(_owner)

Tra vé danh sach cac NFT caa mot dia chi _ owner
balanceOf(owner)

Tra vé s6 lugng NFT ma dia chi owner dang so hitu
ownerOf(tokenld)

Tra vé dia chi ngudi so hitu cua toekn ¢6 ma tokenld

transferFrom(from, to, tokenld)



Nguoi chi hodc ngudi dugc Gy quyén s& c6 quyén goi ham nay véi muc dich
chuyén mot token c6 ma tokenld tir chua so hitu c6 dia chi from téi nguoi so htru mai co dia
chi to.

approve(to, tokenld)

Chu s& hitu cua token cd ma tokenld s& co quyén ay quyén cho mét dia chi to
nao do sir dung token cta minh. Co quyén st dung khong dong nghia véi viéc so hiru.

getApproved(tokenld)
L4y ra danh sach nhiing nguoi duoc uy quyén sir dung tokenld
setApprovalForAll(operator, approved)

Chu so hitu thiét 1ap quyén sir dung hoac thu hoi quyén sir dung tat ca cac
token cta minh cho dia chi operator vai _ approved la true hoac false.

iIsSApprovedForAll(owner, operator)

Tra vé true hoic false dé xac nhan operator c6 quyén sir dung tat ca cac token
cua dia chi owner hay khong.

_baseURI()

Dung dé thiét lap base URL, noi ban s& luu thong tin metadata cho NFT ban s&
tfao.

_mint()
Ham internal ding dé dao mot NFT t6i dia chi ciia ngudi goi
ImarketPlace
Tich hop:
/I SPDX-License-Identifier: UNLICENSED
pragma solidity 0.8.0;
import “@blockcommerce/ contracts /intefaces /ImarketPlace.sol”
contract YourContractName {
ImarketPlace public markerPlace;
[*
...Your state
*/
[*

...Your event



*/
[*
...Your modifier
*/
constructor (address _deployedAddr) {
marketPlace = ImarketPlace(_deployedAddr);

/*
...Your new function or logic
*/

function example (string memory_hashinfo, string memory _hashimg, uint256
_price) public onlyOwner{

marketPlace.createNewProduct(_hashInfo, _hashlmg, _price);

/* other logic */

/I SPDX-License-Identifier: UNLICENSED
pragma solidity 70.8.0;
import “@blockcommerce/ contracts intefaces/ImarketPlace.sol”

contract YourContractName is ImarketPlace {

/*
...Your state
*/
/*
...Your event
*/
/*
...Your modifier

*/



/*
...Your new function or logic
*/

function createNewProduct (string memory_hashlnfo, string memory
_hashIimg, uint256 _price) public override onlyOwner returns (uint256){

/* other logic */

Céac ham:
setArtAddr(address _artAddr)
Thiét 1ap dia chi cta contract Arrt d3 duoc trién khai 1én mang Ethereum
createNewProduct(_hashinfo, hashlmg, _price)

Tao mot san pham méi véi thong tin da duge bam _hashInfo, hinh anh da
dugc bam hashImg, va muc gid _price muon ban cho san pham nay

setListOrNot(_tokenld)

Thiét 1ap cho mot san pham vai _tokenld c6 duoc liét ké hién thi trén san hay
khéng

setSellOrNot(_tokenld)

Thiét 1ap cho mot san pham véi _tokenId c6 dang dwoc béan trén san hay khong
setPrice(_tokenld, _price)

Dung dé thiét lap gia cho mot san véi _tokenld
getProductListCreated(_user)

L4y ra danh sach tat ca san pham ma dia chi _user d tao
buyWithETH(_tokenld)

Chure ning nay dung dé mua mot san pham _tokenld dang duoc dang ban trén
san, va dugc thanh toan bang Ether (ETH). Céc thiét 1ap lién quan s& duoc tu dong thuc
hién.

buyWithCurrency(_tokenld, traransactionld)



Chtre niang nay dung dé thiét 1ap lai quyén s& hiru ddi véi mot san pham
_tokenID dang dugc dang ban trén san va luu lai véi giao dich traransactionld bang tién té
thuc hién thanh cong.

getProducListOwnable(_owner)
L4y ra danh sach cac san pham thudc sé hitu cua dia chi _owner.
offer(_tokenld, amount, token20, _timeout)

Tao y&u cau dé thanh toan mot san pham _tokenld véi s6 lugng _amount token
ERC20 _token20 mong mudn, véi thai gian ton tai cho mot yéu cau hop 16

restartOffer(_tokenld, _index, timeout)

Khi mét yéu cau hét han, ngudi tao ra yéu cau co thoi gia han thém thoi gian
cho yéu cau dé

getOffer(_tokenld, _index)

L4y ra yéu cau cua san pham _tokenld véi vi tri index truyén vao. Dung trong
thanh toan khi y&u cau dugc chap nhan.

approveOffer(_tokenld, _index)

Chu so hitu cua _tokenld tirc 12 nguoi ban s& goi ham nay khi ho chap nhan
mot yéu cau véi index dugc truyén vao

Event:
Transfer(_tokenld, _oldOwner, _newOwner)

Phat ra mot su kién thong bao rang san pham _tokenld da duoc chuyén thanh
cong tir dia chi chu s& hitu cii_oldOwner dén chu s hitu méi _newOwner

NewOffer(_tokenld, _amount, _token20, bargainer, _timeout)

Phat ra mot su kién thong bao rang ngudi tra gia da tao thanh cong yéu cau doi
v6i mot san pham _tokenld

ApproveOffer(_tokenld, oldOwner, newOwner, _index)

Phat ra mot su kién thong bao ngudi ban da chap nhan yéu cau, va yéu cau da
duogc thuc hién thanh cong.

2. Proxy
Tai sao can phai upgrade smart contract?

Mot smart contract mot khi da dugc deploy 18n network thi n6 sé ton tai vinh vién
trén do va khong thé nao sira doi dugc. Pay chinh wu diém lon nhat cua Blockchain, tuy
nhién, trong mot so trueong hop no lai la han che.



Chang han nhu mét Iap trinh vién phat hién ra cé 16 hong trong logic smart contract
ctia minh, n6 cd thé bi hacker khai thac va gay thiét hai cho anh ta, bay gio ho mudn tim
cach 1am thé nao dé vira c6 thé va dugc 16 hong vira gitr dugc toan bo dir liéu cua smart
contract do.

Theo tu duy thong thudng, lap trinh vién s& backup hét dir lidu ciia smart contract cii
vé mét noi ndo d6 ngoai network, deploy mot smart contract méi da va 16 hong, sau dé
migrate lai dit liéu da backup 1én nd, béi vi ddy 1a méi trudng phi tap trung, viéc nang cap
hoan toan khéc véi hé théng tap trung, va cach nay cé nhirng han ché sau,:

e Viéc nay chi kha thi khi dit liéu tuong dbi it

e Bit buoc smart contract méi phai cé function dé goi migrate dix liéu => gay réi cho
smart contract

e Ton nhiéu gas, hoic tén nhiéu transaction, thoi gian thuc hién

Nhu vay, 1am thé nao dé mot smart contract da duoc deploy network, sau khi chay
mot thoi gian da luu rat nhiéu dit liéu trén d6, néu dot nhién phat hién c6 16 hong trong logic
thi van c6 thé cho smart contract chay theo mot logic khac an toan hon ma khong can deploy
lai mot ban méi roi migrate dir ligu?

V& co ban, chiing ta sé& tach hop dong ban dau thanh 2 hop dong, 1 hop dong dong vai
tro nhu noi luu di liéu, mot hop dong 1a noi chira logic, khi can nang cap chi viéc thay doi
dia chi cua hop dong logic ma van dam bao hop dong luu dit liéu khdng bi anh huang.

Hay lién hé ching tdi néu nhu ban quan tdm téi tinh ning ndy. Chlng toi s& cung cap
nhan su hd tro ban cing tai liéu thyc hién néu nhu ban mong muén.

3. Lazy minting
4. Xac thuc



